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Origins of Biorisk Management 

•  CWA 15793 (2008, 2011) 
•  ISO standard now under 

development 

Risk	
  
Assessment	
  



Definitions in CWA 15793 

•  Biosafety (adapted from WHO/CDS/EPR/2006.6) 
•  Containment principles, technologies, and practices that are implemented to 

prevent the unintentional exposure to biological agents and toxins, or their 
accidental release  

•  Biosecurity (adapted from WHO/CDS/EPR/2006.6) 
•  Protection, control, and accountability for biological agents and toxins within 

laboratories in order to prevent their loss, theft, misuse, diversion of, 
unauthorized access, or intentional unauthorized release  

•  Biorisk (adapted from ISO/IEC Guide 51:1999) 
•  Combination of the probability of occurrence of harm and the severity of that 

harm where the source of harm is a biological agent or toxin  



Biosafety, Biosecurity… 

Biosafety  Biosecurity    

•  Access control 
•  Personnel 

management 
•  Inventory of 

biological hazards 
•  Proper 

decontamination/ 
disposal of waste 
materials 

•  Proper shipping 
procedures 

•  Doors with locks 
•  Password/PIN 
•  Card readers 
•  Biometric (i.e. 

fingerprints) 
•  Cameras 
•  Information security 
•  Security guards 
•  Fences 
•  Bars on windows 
•  Magnetic locks 
•  Magnetic switches on 

doors 
•  Alarms 

•  Engineering 
Controls (i.e. 
biosafety cabinets, 
directional airflow, 
anterooms) 

•  Good laboratory 
work practices (i.e. 
hand washing, spill 
clean-up) 

•  Personal Protective 
Equipment (PPE) 

•  Practices and 
Procedures 

Biorisk Management 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Agent Risk Groups 

RG 1        RG 2         RG 3          RG 4 

Agents that are not 
associated with 
disease in healthy 
adult humans 

Agents that are 
associated with 
human disease 
which is rarely 
serious and for 
which preventive or 
therapeutic 
interventions are 
often available 
 

Agents that are 
associated with 
serious or lethal 
human disease for 
which preventive or 
therapeutic 
interventions may be 
available (high 
individual risk but 
low community risk) 

Agents that are likely 
to cause serious or 
lethal human disease 
for which preventive 
or therapeutic 
interventions are not 
usually available 
(high individual risk 
and high community 
risk) 



Biosafety Levels 

BSL4 

BSL3 

BSL2 

BSL1 



Laboratory Biorisk Management 

•  Depth of roles and responsibilities  

•  Intellectually sound, evidence-based decision making 

•  Substantive risk assessments based on unique operations 

•  Risk-based control measures  

•  Constant effectiveness evaluation 

•  Explicitly scalable 



The AMP Model 



I. Assessment 



Are the Risks the Same? 

Should the 
Mitigation Measures  

Be the Same? 
pixshark.com 

wildtigerwatch.blogspot.com 

photographersdirect.com 



II. Mitigation 

•  Mitigation measures should be drawn directly from the risk 
assessment, and should target the most unacceptable risks 



II. Mitigation 

•  Mitigation measures should be drawn directly from the risk 
assessment, and should target the most unacceptable risks 



III. Performance 



III. Performance 

OECD 
Environment 

Directorate 
2008 



Nebraska’s Ebola Patient-Specific PPE Checklists 

nebraskamed.com 



GBRMC 











Risk Assessment 



Hazard 
•  Something that has potential to do harm 

Threat 
•  Someone who has potential to do harm using a specific 

hazard 

Risk 
•  In an event involving a specific hazard and/or threat, the 

likelihood and consequences of a particular outcome 

Risk Assessment Definitions 



Risk: What Can Go Wrong? 

Very  
High 

Consequences 

Very Low 

Low 

Moderate 

High 

Li
ke

lih
oo

d 



How to Assess Risk… 

Many different ways to assess risk. 
 
But it needs to be  

•  Structured, 
•  Repeatable, and 
•  Documented. 

 
And it needs to acknowledge that any activity has 
many, many risks. 
 
The real value in a risk assessment is in comparing 
risks against each other, and prioritizing some risks 
over others. 



Biosafety RAM 

Safety risks based on routes of 
exposure 

•  Inhalation 
•  Ingestion 
•  Contact 
•  Percutaneous 

 
Agent properties 
 
Activity-specific procedures 
 
Activity-specific mitigation 
measures 



Biosafety RAM Structure 

Properties of Agent and 
Laboratory Procedures  

Implemented 
Biosafety Measures  

Factors that may increase 
the likelihood of an 
exposure and an infection, 
and the consequences of 
an infection 

Factors that 
reduce the 
likelihood of 
exposure or the 
consequences of 
infection 



Answers captured as 
numerical values ranging 
from zero to four 

Questions organized by factors 
that influence likelihood of an 
exposure, likelihood of an 
infection, implementation of 
mitigation measures, and 
consequences of an infection 
to a human and/or animal host 



Consequences	
  =	
  Agent	
  proper+es	
  *	
  
Consequence	
  mi+ga+on	
  measures	
  

LIKELIHOOD:	
  
	
  
Likelihood	
  =	
  √(𝐴𝑔𝑒𝑛𝑡	
  
𝑃𝑟𝑜𝑝𝑒𝑟𝑡𝑖𝑒𝑠∗𝐼𝑚𝑝𝑎𝑐𝑡	
  𝑜𝑓	
  
𝐵𝑖𝑜safety)	
  
 
GEOMEAN	
  used	
  due	
  to	
  
interdependence	
  between	
  what	
  
we	
  are	
  working	
  with	
  and	
  how	
  we	
  
are	
  safeguarding	
  it	
  
	
  
Agent	
  Proper+es	
  =∑(𝑊𝑒𝑖𝑔ℎ𝑡	
  𝑜𝑓	
  
𝑎𝑔𝑒𝑛𝑡	
  𝑓𝑎𝑐𝑡𝑜𝑟,	
  𝑠𝑐𝑜𝑟𝑒	
  𝑜𝑓	
  𝑎𝑔𝑒𝑛𝑡	
  
𝑓𝑎𝑐𝑡𝑜𝑟)	
  
	
  
Impact	
  of	
  biosafety	
  =	
  ∑(𝑊𝑒𝑖𝑔ℎ𝑡	
  
𝑜𝑓	
  𝑏𝑖𝑜safety	
  𝑓𝑎𝑐𝑡𝑜𝑟,	
  𝑠𝑐𝑜𝑟𝑒	
  𝑜𝑓	
  
𝑏𝑖𝑜safety	
  𝑓𝑎𝑐𝑡𝑜𝑟)/4)*Biosafety	
  
Weight	
  
 



Risk 
drivers 



Biosecurity RAM 

Security risks based on the 
motives, means, and 
opportunities of the threats 

•  Insider 
•  Outsider 

Agent properties 
 
Activity-specific procedures 
 
Activity-specific mitigation 
measures 



Biosecurity RAM Structure 

Properties of Agent and 
Laboratory Procedures  

Implemented 
Biosecurity Measures  

Factors that may increase the 
likelihood of successful 
malicious use, and the 
consequences of malicious use 

Factors that 
reduce the 
likelihood of 
successful 
malicious use 



Answers captured as 
numerical values ranging 
from zero to four 

Questions organized by factors 
that influence the likelihood of 
successful misuse based on the 
agent, and consequences of 
misuse based upon the agent 



Answers captured as 
numerical values ranging 
from zero to four 

Questions organized by factors 
that influence the capabilities and 
intent of the adversary and the 
security profile of the facility 
(Physical, Personnel, Inventory, 
Transport, Cyber, Management) 



Consequences	
  =	
  Agent	
  proper+es	
  *	
  
Consequence	
  mi+ga+on	
  measures	
  

LIKELIHOOD:	
  
	
  
Likelihood	
  =	
  √(𝐴𝑔𝑒𝑛𝑡	
  
𝑃𝑟𝑜𝑝𝑒𝑟𝑡𝑖𝑒𝑠∗𝐼𝑚𝑝𝑎𝑐𝑡	
  𝑜𝑓	
  
𝐵𝑖𝑜𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦)	
  
	
  
GEOMEAN	
  used	
  due	
  to	
  
interdependence	
  between	
  
what	
  we	
  are	
  working	
  with	
  
and	
  how	
  we	
  are	
  securing	
  it	
  
	
  
Agent	
  Proper+es	
  
=∑(𝑊𝑒𝑖𝑔ℎ𝑡	
  𝑜𝑓	
  𝑎𝑔𝑒𝑛𝑡	
  
𝑓𝑎𝑐𝑡𝑜𝑟,	
  𝑠𝑐𝑜𝑟𝑒	
  𝑜𝑓	
  𝑎𝑔𝑒𝑛𝑡	
  
𝑓𝑎𝑐𝑡𝑜𝑟)	
  
	
  
Impact	
  of	
  biosafety	
  =	
  
∑(𝑊𝑒𝑖𝑔ℎ𝑡	
  𝑜𝑓	
  𝑏𝑖𝑜𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦	
  
𝑓𝑎𝑐𝑡𝑜𝑟,	
  𝑠𝑐𝑜𝑟𝑒	
  𝑜𝑓	
  
𝑏𝑖𝑜𝑠𝑒𝑐𝑢𝑟𝑖𝑡𝑦	
  𝑓𝑎𝑐𝑡𝑜𝑟)/
4)*Biosecurity	
  Weight	
  
 



Before mitigation 

After mitigation 

















Risk Comparison 

Original Procedures 

~30% decrease 

Revised Procedures 



Changes in Risk Over Time 

TIME 

Risk level during 
normal 
procedures 

Risk level if a 
spill occurs 

Risk level during 
clean-up based 
upon current 
procedures 

Risk level during 
clean-up based 
upon revised 
procedures 

45 



Conclusion 

•  Tremendous value in a structured, repeatable, and 
documented risk assessment. 
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country, regardless of nature of work or available 
resources. 



Conclusion 

•  Tremendous value in a structured, repeatable, and 
documented risk assessment. 

•  Such a method can be applied to any facility, in any 
country, regardless of nature of work or available 
resources. 

•  Biorisk management integrates  
•  activity-specific risk assessments, 
•  activity-specific mitigation measures, and  
•  activity-specific performance evaluations. 



Thank you. 


